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LINUX FLE SYSTEM HIRARCHY

* It’s a tree structure that organizes files into directories and folders.
Starting from the root, directories can contain subdirectories and files
within them. Files in a directory are physically stored in the filesystem
of a disk partition. Hence, without a solid understanding of filesystem

hierarchy it can be very difficult to store and retrieve dataiin Lir_

* Some of the useful commands are as following: cd ~,
2., cd Documents, cd .., cd /, tree —d —L 3. etc. -
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. Answer here:The pwd command is an acronym for “Print Working Directory”. It’s used a lot in Linux system. The cd command stand for ‘change directory
. and just like the name suggest it helps change the location of the current directory to any other directory of your choice.
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@ﬁ,ﬁ; Answer here: The absolute path or full-pathway starts from root and use / command and use absolute URL. Whereas. The relative path also known as

“ n

.i== non-absolute pathway or parted pathway contains a specified current path only and uses two dots “..” command along with relative URL.
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References:

a.

b. linuxhandbook.com/cd-command-examples/
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$ mkdir JanFeb sion
S cd JanFebSession
mkdir Coursel
mkdir Course2
mkdir Course3
cd Coursel
S$ touch filel filez file3
S tree -d -L 2 ~

$ ls -1 ~/ ebSession/Coursel

student @ May 15 22:37 filel

student @ May 15 22:37 file2
dent student © May 15 22:37 file3
2 5
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@O0 n b

& = (3 Terminal + May15 22:51 @ 0
| student@ubuntuvm: ~ @ = = g
=% . :-S pwd
- /home /student
3 :~5 cp -r JanFebSession MarAprSession
e ; :~$ tree JanFebSession MarAprSession
SR T e filel
pas oo, TRE i filez2
ok . : file3
= filel
ek file2
C file3

. % |
e e = %5 directories, 6 files
AL % s :~$ rmdir MarAprSession/Course3
T e o :~$ rm MarAprSession/Coursel/file3

:~§ tree JanFebSession MarAprSession

I

P - filel
. . file2
(R file3




171 (1) - ml-lab-a14705b2-3546-4295-aa15- 31cTfc.eastus.cloudapp.azure. con rmote Desktop Connection
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Activities  [£] Terminal ~ May 15 23:04 IO

e
student@ubuntuvm: ~/Desktop : ———
—
: . ” N -
Reading package lists... Done - e S s :2&“
Building dependency tree ~ - - . - ‘*5': -~ . -
Reading state information... Done e S e
locate is already the newest version (4.7.8-1ubuntul). i i
@ upgraded, @ newly installed, @ to remove and 49 not upgraded. " e .
S 1ocate -5 S .
Database Jvarfllbfmlocatefmlocate db:
32,150 directories IGES!
311,053 files et
28,398,533 bytes in file names e N
Ein 864 457 bytes used to store database ' N
§ locate -1 course e
S sudo updatedb
$ locate -1 course > o

/home/student/JanFebSession/Coursel
/home /student/JanFebSession/Coursez
/home/student/JanFebSession/Course3
/home/student/JanFebSession/Coursel/filel
/home/student/JanFebSession/Coursel/file2
/home /student/JanFebSession/Coursel/file3
/home /student/MarAprSession/Coursel
/home/student /MarAprSession/Course2
/home /student/MarAprSession/Coursel/filel
fhomefstudentharAprSe551onfCourselffllez
§ locate -r [filel$ M
fhomefstudentfJanFeb52551onfCourseljfllel
fhomefstudentharAprSesSlonfiourselffllel
: $

Qrm=aza)



LINUX SHELL
SCRIPTS

A shell script is a file that contains Linux
commands and special constructs. It is used
to perform and automate administrative
tasks, by combining a lengthy sequence of
commands into one script. A script is
interpreted and executed by the Linux shell.
Hence, any command that can be entered on
the Linux command line can be part of a shell
script. A shell script is often created as an
ASCII text file by using a text editor program.
| will create and execute a shell script by
experimenting with the standard input, user
defines




* 1. What are the file permissions of the script?

Answer here:

* 3. Which redirection meta-character is used in the
script? What does it do?

* Answer here: The meta-character used in script is
“>>", It redirects output from date to the file
MyToDolists.



Change Scr\ipt File
Permissions

The scripts can be made executable by using
chmod 755 command and the command Is —I
can be used to verify the file permissions.
Command ./todolist can be used to execute
the script by calling it’s name. Note that the
.(dot) character represents the current
directory, and ./todolist is the relative path
name of the script.

Activities () Terminal ~ Ubuntu on ML-REFVM-477048

*‘ ol student@ubuntuvm: ~
command 'cdo' from deb cdo (1.9.9~rc1-1)
Try: sudo apt install <deb name>
S cd ~

:~$ pwd
/home /student

:~$ nano todolist
:~$ chmod 755 todolist
:~§ 1ls -1 todolist
-rWXr=Xr-x 1 student student 12 May 22 01:46
:~§ . /todolist
~$ cd ~
:~$ nano todolist

:~$ . /todolist
:~S nano todolist
:~§ 1ls -1 todolist
-rWXr-Xr-x 1 student student 202 May 22 02:48
:~$ nano todolist
i~
:~$ chmod 755 todolist
:~§ 1s -1 todolist
-rwxr-xr-x 1 student student 202 May 22 02:52
i~S
:~$ ./todolist
Enter today's to-do-list (Press ENTER to complete):
1. work. 2. family. 3. school.
You entered: 1. work- 2. family. 3. school.
i~9
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Set The Path Variable

Path creates a list of directories and can be set by
entering the command echo SPATH

student@ubuntuvm: ~

: §cd~
Trash H S DWd
& [home /student

i~§ todolist
Rhythmbox Command 'todolist' not found, but can be installed with:
sudo snap install todolist

:~$ echo SPATH
fusr[local/sbin: fusr/local/bin: [usr/sbin: fusr/bin:/sbin: /bin: /usr/qames: /usr /loc
al/games: /snap/bin
+~§ PATH=SPATH: /home/zeng
MyToDoList: 1~S PATH=$PATH: [home /student
:~$ echo SPATH
fusr[local/sbin: fusr/local/bin: [usr/sbin: fusr/bin:/sbin:/bin: [usr/games: [usr/loc
al/games: /snap/bin: /hone/zenq: /home/student
:~$ todolist
Enter today's to-do-list (Press ENTER to complete):
1. school. 2. work. 3. family.
You entered: 1. school. 2. work. 3. family.

= |



:~5 1s -3 .bash*
.bash _history .bash logout .bashrc
i =5 ¢p .bashrc .bashrc.old
:~5 nano .bashrc »
:~5 todolist

Command 'todolist' not found, but can be installed with:

sudo snap install todolist

- N Y
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:~$ source .bashrc S -
1§ todolist 4 coF A 48 s 2
Enter today's to-do-list (Press ENTER to complete): ?gd??\;:;ge}tﬁépgﬁdﬁi?oéﬁrﬁﬁ?\iﬁmlyu%
every time a new tetminal window is
- . opened. Tq do this entercommand ks —a
.bash* to list the .bshrc file. You.can also*
10 cd - make a copy of it*by entering cp .bashrc
' « .bashrc.old command.You canUse nano. +
e pwd Bashrc*to open the .bashrc file. You can
add a new line comniand by export
[home /student PATH=SPATH:/home/username. Press
106 todolist Ax(control+x) and answer y to the question
' “Save modified buffer?” and press enter to
kﬁep the file name sakr)nehTo zla\lctive the
Command "todolist' not found, but can be installed with: o T e

the todolist script in both windows.

sudo snap nstall todolist



User and group management is a common
Linux administration task. Linux system
requires a valid username and password |
any other system for a user to Iog in. Onl /an
authenticated user is granted accessto
system resources (e.g., files and dlre'g
based on the user account. Grour,)"é'
created so that administrative rigl

access are aSS|gned toa group

users and groups, both Comman
Interface (CLI) and Graphical Use
(GUI) can be utilized




Trash 75 pwd

Add users and
S cd ~
/home/student °
:~$ sudo useradd -m -s /bin/bash mary
[sudo] password for student: g rO u pS I n

:~5 sudo passwd mary
New password:
datefile  Retype new password:
passwd: password updated successfully
:~5 sudo groupadd students
:~§ sudo usermod -a -G students student
:~$ sudo usermod -a -G students mary
:~$ sudo tail -3 Jetc/shadow
MyToDoList:Student: $6$LDaCr2IKI118290465YZDHXxu1DoY4M6N/SAKBIPLOXbX51
10rCUKbRThPRyeLOEbKd5bscTud7MW5ju/:18691:0:99999:7:::
systemd-coredump:!!1:18691::::::
mary:$650QPjodPLXrbAMwOa/5f14LLZcz/z3bbXvgqRRw1.CnaljoYC4al
. pTLggipkzrSrxKMgWQoV2NxfK51Fme. :18772:0:99999:7:::
:~% sudo tail -3 /fetc/group

todolist mlocate:x:133:
mary:x:10e1:
students:x:1002:student,mary

S |
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: r'”p ‘t U
ownershlp of the todolist scrlpts to the
- “students” groupThese cganges can bg
: er;ﬂéd by using Is —| command. Sudo .
| _;ﬁﬁ\@od 750 todolist to modify the file.

an be
s —I. then
r from the

e nano .bashrc

_ can use the file as well. Again thi

: V%fled by using the comma
log out and log in as new
drop dovvn menu The

ATH:/home/student and enter the
command source .bashrc. Finally, enter the
todolist to execute the script and to view
- this new entry use cat MyToDolists

2 permlssmns of’the todolist scriptso othersg®.

mary@ubuntuvm: ~/Desktop

$ nano .bashrc
$ source .bashrc
: $ todolist

Enter today's to do-1list (Press ENTER to complete):

1. school. 2. school. 3. school.

You entered: 1. school. 2. school. 3. school.
$ cat MyToDolLists

MyToDoLlstTue 25 May 2021 08:31:24 PM EDT
Today's to-do-list -- 1. school. 2. school. 3. school.

. |
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close window. Clj

and launch GUI by clic Users and Groups.

Then click on the Add butt d create a new user
with name “John” and assign a password. Next,
highlight John on the user list and click Manage Groups
and select “students” in the groups available on the
system: list and click the “Properties” button. In the
Group “students” Propert’ies window check the name
“John” on the “Gro embe’r" list and cIick ”ok” to

= ] A

Activities =] Terminal =

john@ubuntuvm: ~/Desktop

S nano .bashrc

S source .bashrc

S todolist
Enter today's tD do-1list (Press ENTER to complete):
1.family.2.family.3.family.
You entered: 1 family.2.family.3.family.

z $ cat MyToDolLists
MyToDoList: Tue 25 May 2021 ©9:14:42 PM EDT

Today's to-do-list -- 1.family.2.family.3.family.

s




Remove usersand
groups




NETWORK
CONFIGURATION

A Linux machine requires an IP configurations
including an IPv4/IPv6 address, default gateway,
DNS server, etc. to be able to function on a '
network. A unique IP consists of a network
portion and a host portion, is assigned to a
computer to a computer to identify itself on a
network. Networks with same IP addresses can
communicate with each other without the use
of a routing device. Therefore, computers on
local area network (LAN) segment have IP
addresses with the same network portion b
different host portions. Communications
beyond a LAN segment, however require a
routing device (i.e., default gateway) that
forwards packets to and from a differen
network or network segment. In the
slides you will discover the IP cor
your Linux machine and explore d
network utility programs

erent




1. What is the IP address
of your Ubuntu machine?

Answer here: inet
192.168.1.105/24

4
2. What is the IP address
of its default gateway?

<
Answer here:192.168.1.1
_J

4 )
3. What is the IP address
of its DHCP server?

|\
( R

Answer here:192.168.1.1
| J

s N
4. What is the IP address
of its DNS server?

. _J/
( )

Answer here:192.168.1.1

Gi
[+l student@ubuntuvm: /var/libfdhcp Q

This is a dynamic Eesolv‘conf file for connecting local clients directly to
all known uplink DNS servers. This file lists all configured search domains.

Third party programs must not access this file directly, but only through the
symlink at [etc/resolv.conf. To manage man:resolv.conf(5) in a different way,
replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of

3
t
3
¥
t operation for fetc/resolv.conf.

1ameserver 192.168.1.1
search devry.edu

- $ ping -c 4 192.168.1.1
1.1) 56(84) bytes of data.
icmp_seqg=1 ttl=64 time=4.48 ms

68.
1:
1: icmp_seg=2 ttl=64 time=1.94 ms
1:
1:

PING 192.168.1.1 (192.1
54 bytes from 192.168.1
54 bytes from 192.168.1
| icmp_seg=3 ttl=64 time=1.85 ms
o icmp_seq=4 ttl=64 time=5.14 ms

54 bytes from 192.168.1.

34 bytes from 192.168.1.
- 192.168.1.1 ping statistics ---

} packets transmitted, 4 received, 8% packet loss, time 3885ms

“tt min/avg/max/mdev = 1.854/3.353/5.143/1.475 ms




/

mmand? [hi ':t e

Internet Systems Consortium DHCP Client 4.4.1
Copyright 28004-2818 Internet Systems Consortium.

A1l rights reserved.
For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/eth®/00:15:5d:00:04:01

Sending on LPF/ethe/00:15:5d:00:04:01

sending on socket/fallback

IDHCPRELEASE of 192.168.1.105 on eth® to 192.168.1.1 port 67 (xid=0x53debf5f)

O

2. Which feur DHCP messages.are sh in the

message-naries are in uppercase.
Answer here: ‘
t1ﬂ--!‘ ’

gde—<dhclient —v eth

:BS sudo dhclient -wv ethe
y N s Consortium DHCP Client 4.4.1
018 Internet Systems Consortium.
ALlL rights reserved.
For info, please wisit https://www.isc.org/software/dhcp/

Listening on LPF/eth8/00:15:5d:00:04:01

sending on LPF/ethe/00:15:5d:90:04: 01

Sending on socket/Tallback

DHCPDISCOWVER on eth® to 255.255.255.255 port 67 interwval 3 (xid=0x24aa371c)
DHCPOFFER of 122.168.1.105 from 122.168.1.1

DHCPACK of 192.168.1.1085 from 192.168.1.1 (xid=@x24aa371c)
bound to 192.168.1.185 -- renewal in 269 seconds.

DHCPREQUEST for 192.168.1.105 on eth® to 255.255.255.255 port 67 (xid=0xlc37aaz4)

NI A var-e
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inet6 feBO::656c:1648:75d4:44d0 prefixlen 64 scopeid Ox20<link>
ether 00:15:5d:00:04:01 txqueuelen 16080 (Ethernet)

RX packets 7605 bytes 540664 (540.6 KB)

RX errors ® dropped © overruns 8 frame 0

TX packets 4936 bytes 412184 (412.1 KB)

TX errors @ dropped © overruns ® carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.08.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 8xl18<host=>
loop txqueuelen 1800 (Local Loopback)
RX packets 7608 bytes 638630 (638.6 KB)
RX errors ® dropped @ overruns 8 frame @
TX packets 7608 bytes 638630 (638.6 KB)
TX errors @ dropped @ overruns © carrier @ collisions @

S sudo ifconfig eth® down
$ ifconfig ethe
eth®: flags=4098<BROADCAST ,MULTICAST> mtu 1500
ether 00:15:5d:00:84:01 txqueuelen 10660 (Ethernet)
RX packets 7974 bytes 565758 (565.7 KB)
RX errors ® dropped © overruns @ frame @
TX packets 4939 bytes 412596 (412.5 KB)
TX errors ® dropped ® overruns ® carrier ® collisions 8

PPONEA

)

L

S sudo ifconfig eth® up
$ ifconfig ethe
eth@: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST= mtu 1588
inet 192.168.1.104 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 feB80::656c:1648:75d4:44d0 prefixlen 64 scopeid 0x28<link>
ether 00:15:5d:00:84:01 txqueuelen 100660 (Ethernet)
RX packets 7976 bytes 566433 (566.4 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 4968 bytes 416588 (416.5 KB)
TX errors ® dropped @ overruns ©® carrier @ collisions @

s
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¢ |ssuethe sudo accton on command to turn on GNC accounting.
Run the sudo updatedb command. Enter lastcomm updatedb to
check if the updatedb command was executed before. Remember to
turn off GNC accounting (sudo accton off) after answering the
questions.

¢ 1. What flag value is displayed in the output?

*  Answer here:

- U.00Cp favio

:~$ sudo accton on
[sudo] password for student:

Turning on process accountin
g, file set to the default '/var/1
s ik, Sy / /log/account/pacct

sudo: updatedp: command not found

:~$ sudo updatedb
:~$ sudo updatedb
u :~$ lastcomm updatedb
updatedb S root pts/2
updatedb S root pts/2
e |

0.15 secs Sat Jun 12 19:39
0.17 secs Sat Jun 12 19:39

¢ 2. Whyis the name of the user who ran the processes shown as
root, not student?

«  Answer here: Since my user is the default account on Linux
system it has root privileges, | used the sudo command to execute
the updated process. Hence, it was run with root privileges that’s
why it's shown as root and not as studend.
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192.168.1.1

X
25.0Kb 37.5Kb 50.0Kb 62.5Kb
=> 192.168.1.1 4.65kb 4
= 3.03kb 2
0. ob
eb

~ student@ubuntuvm: ~
S cd ~
:~$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp_seq=1 ttl=64 time=1.29 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=64 time=1.34 ms
64 bytes from 192.168.1.1: icmp_seq=3 ttl=64 time=0.790 ms
64 bytes from 192.168.1.1: icmp_seq=4 ttl=64 time=1.03 ms
64 bytes from 192.168.1.1: icmp_seq=5 ttl=64 time=1.19 ms
64 bytes from 192.168.1.1: icmp_seq=6 ttl=64 time=1.67 ms
64 bytes from 192.168.1.1: icmp_seq=7 ttl=64 time=1.21 ms
64 bytes from 192.168.1.1: icmp_seq=8 ttl=64 time=1.71 ms
64 bytes from 192.168.1.1: icmp_seq=9 ttl=64 time=1.28 ms
64 bytes from 192.168.1.1: icmp_seq=10 ttl=64 time=9.75 ms
64 bytes from 192.168.1.1: icmp_seq=11 ttl=64 time=1.18 ms
64 bytes from 192.168.1.1: icmp_seq=12 ttl=64 time=1.01 ms
64 bytes from 192.168.1.1: icmp_seq=13 ttl=64 time=1.19 ms
64 bytes from 192.168.1.1: icmp_seq=14 ttl=64 time=6.91 ms
64 bytes from 192.168.1.1: icmp_seq=15 ttl=64 time=1.37 ms
64 bytes from 192.168.1.1: icmp_seq=16 ttl=64 time=1.08 ms

192.168.1.1 ping statistics

16 packets transmitted, 16 received, 0% packet loss, time 15026ms

rtt min/avg/max/mdev = 0©.790/2.125/9.752/2.408 ms
=%
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CAREER SKILLS

Basic career skills that | acquired during this project are:

Thinking with patience before proceeding. 2
Good understanding of basic Linux commands and their functic S
Networking. '
Troubleshooting.

Security.

creating users and groups.

Managing |IP addresses.

Analyzing and Planning.

Basic understanding of Operating Systems and their functions.
Characteristics of Linux and importance in the world today.







